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The framework for listening and speaking in language acquisition is greatly enhanced 
by Artificial Intelligence (AI), integrating seamlessly with established theories and the 
Malaysian Education Blueprint. Krashen’s Input Hypothesis emphasises 
comprehensible input as essential for language learning, aligning perfectly with the 
Blueprint’s focus on student-centred approaches and English proficiency. AI 
technologies deliver personalised language exposure, enhancing listening skills crucial 
for effective language acquisition. AI’s alignment with Swain’s Output Hypothesis 
highlights the importance of language production in learning. AI systems simulate 
authentic conversations, enabling learners to actively engage in spoken language and 
receive immediate feedback, honing their speaking skills. This dynamic interaction 
supports the Blueprint’s goals of promoting active learning and critical thinking, 
focusing on listening and speaking proficiencies crucial for global communication 
challenges. Furthermore, AI supports Vygotsky’s Sociocultural Theory by creating 
interactive learning environments that enhance both listening and speaking. The 
Blueprint’s emphasis on collaboration and communication is strengthened by AI, 
facilitating enriched social interaction necessary for cognitive development. AI 
provides opportunities for collaborative listening and speaking activities, supporting 
the vision of nurturing comprehensive communication skills and addressing 
educational disparities. In conclusion, AI complements foundational language 
acquisition theories and extends their applicability, offering scalable and personalised 
learning experiences in listening and speaking. This innovative approach aligns 
perfectly with the Malaysian Education Blueprint, aiming to transform the education 
system. It ensures students are equipped with essential listening and speaking skills to 
thrive in the 21st century, making them globally competitive and ready for future 
challenges. 
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In the rapidly globalising world, proficiency in listening and speaking skills has become critical 
especially in a multilingual societies like Malaysia, where English serves as a crucial medium for 
international communication and economic advancement. The Malaysian Education Blueprint (MEB) 
2013-2025 underscores the significance of nurturing these skills in students to prepare them for the 
demands of the 21st century [22]. The integration of Artificial Intelligence (AI) into educational 
frameworks presents a transformative opportunity to enhance language acquisition, particularly in 
fostering listening and speaking competencies. 

Listening and speaking are foundational to effective communication and are critical for academic 
success and professional development. The ability to comprehend and articulate thoughts fluently in 
English is not only a key component of educational curricula but also a vital skill in the global 
marketplace [15]. It is assumed that educators and policymakers in Malaysia are increasingly focusing 
on innovative strategies to elevate English language proficiency among students. 

However, despite the critical importance of these skills, current evaluation practices in Malaysia, 
such as the UPSR and PT3 examinations, no longer assess listening and speaking components. This 
reveals a significant gap, as traditional evaluation techniques often fail to capture the dynamic nature 
of these skills, necessitating an overhaul of current approaches to align assessments with real-world 
language use and communicative competence [1]. 

The objectives of this research are to explore the impact of AI in enhancing listening and speaking 
skills, evaluate the effectiveness of current assessment practices, and propose strategies to integrate 
AI-driven tools into language education. By aligning with contemporary educational goals, this study 
aims to provide insights into how AI can be leveraged to improve the teaching and assessment of 
listening and speaking skills. It is hoped that this effort shall ensure Malaysian students are equipped 
with the necessary competencies to thrive in a global context. 

 
2. Integrating AI in Language Learning: The Role of Listening and Speaking in Language Acquisition 

 
The integration of AI in language acquisition is revolutionising the way listening and speaking skills 

are taught and assessed, particularly within the context of the Malaysian Education Blueprint (MEB) 
2013-2025. This Blueprint emphasises innovation in educational practices to develop critical 
language skills necessary for global competitiveness [22]. AI technologies can provide interactive and 
personalised learning environments, enhance the acquisition of listening and speaking 
competencies, thus aligning with Malaysia's educational goals. 

AI-driven tools offer immediate feedback and adaptive learning experiences, making them highly 
effective for developing listening and speaking skills. For instance, in China, AI platforms such as 
Liulishuo use advanced speech recognition technology to simulate real-life conversations, providing 
personalised feedback on pronunciation and fluency [30]. This mirrors Malaysia's need for adaptive 
educational approaches, especially since major assessments like UPSR and PT3 no longer evaluate 
these components [1].  

Further examples include South Korea's integration of AI in "smart classrooms", where AI 
chatbots offer dynamic language practice. Finland on the other hand, uses AI to tailor language 
learning experiences via platforms like Sanako. These tools analyse speech patterns and ensuring 
personalised instruction that enhances speaking accuracy [10].  

In the United States, blending AI with virtual reality creates immersive language environments, 
allowing learners to practise conversation skills in realistic contexts, thereby significantly improving 
listening and speaking capabilities [12]. Such innovative approaches underpin the socio-cultural 
learning aspects highlighted by Vygotsky, facilitating communicative interactions that are essential 
for language mastery. 
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By examining these global models, Malaysia can draw valuable insights into effectively integrating 
AI into its educational framework. The experiences of these countries demonstrate the 
transformative potential of AI in education, which aligns perfectly with Malaysia's efforts to 
modernise its educational practices as outlined in the MEB. By adopting similar strategies, Malaysia 
can enhance its language education system, ensuring students are equipped with the necessary skills 
to thrive in a globalised environment. 

 
3. Current Practices in Listening and Speaking Education 
3.1 Textbooks and Workbooks 

 
In Malaysia, English is introduced as a compulsory subject from the first year of primary school, 

with the aim of enhancing students' proficiency in the language and equipping them with critical 
thinking skills and the capability for meaningful communication. This foundational approach 
continues through secondary school, where English education is further expanded to refine and 
deepen students' language abilities. The English syllabus is meticulously designed to cover all 
essential language skills—reading, writing, listening, and speaking—thereby providing a 
comprehensive foundation for language acquisition. 

Textbooks serve as the primary learning resources. It offers structured guidance for mastering 
these skills. Workbooks, as complementary materials, play a crucial role in reinforcing the content 
presented in textbooks. Workbooks provide extensive practice opportunities and are instrumental in 
facilitating the application of language concepts through exercises and activities that enhance 
understanding and retention [13].  

However, reliance solely on these materials presents certain limitations. A notable drawback is 
the insufficient exposure to authentic language use, which may impede students' ability to effectively 
apply phrases and sentences in real-life situations. To address this gap, the incorporation of 
interactive and immersive learning experiences is recommended. These methods are believed to 
better prepare students for practical communication beyond the classroom setting, engaging 
students more dynamically in the learning process [17].  

 
3.2 Abolishment of the Ujian Pentaksiran Sekolah Rendah (UPSR) and Pentaksiran Tingkatan Tiga 
(PT3) 

 
The abolishment of the Ujian Pentaksiran Sekolah Rendah (UPSR) in 2021 and Pentaksiran 

Tingkatan Tiga (PT3) in 2022 has significantly shifted the landscape of student assessments in 
Malaysia. This transition has increased the responsibility placed on teachers, who are now required 
to develop and execute school-based assessments. Teachers play a critical role in evaluating student 
performance by planning and implementing fair and comprehensive assessments within their 
schools. To accomplish this effectively, professional training for teachers in designing and 
administering a variety of assessment methods is indispensable [3].  

The removal of these summative assessments has raised concerns regarding a potential decline 
in students' motivation. Without major examinations, some educators and parents have expressed 
apprehensions that students may lack the motivation to study with diligence. Summative 
assessments, such as UPSR and PT3, historically provided clear milestones for students, fostering a 
sense of purpose and focus in their studies [5].  

The absence of these exams necessitates enhancements in teaching strategies to sustain student 
engagement and motivation. Moreover, summative assessments, particularly in listening and 
speaking, play a vital role in providing structured feedback and benchmarks that guide students in 
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their language development journey. The evaluation of listening and speaking skills through such 
assessments ensures that students develop essential communication competencies critical for their 
academic and professional futures [24].  

 
3.3 Teachers’ Approaches and Challenges 

 
In Malaysia, English teachers predominantly rely on textbooks and workbooks, adhering to a 

teacher-centred approach that follows a structured and sequential syllabus. This conventional 
method primarily emphasises reading and writing skills, with a focus on developing strong grammar 
capabilities and expanding students' vocabulary. 

Despite its structured nature, this approach presents significant challenges. The curriculum's 
overwhelming emphasis on reading and writing often results in a limited incorporation of listening 
and speaking activities. Consequently, students may resort to rote memorisation of vocabulary lists, 
sentence structures, and grammar rules without truly comprehending or applying them in real-life 
contexts. Such methods can lead to disengagement, making learning seem monotonous and passive, 
which in turn reduces students' motivation and confidence in using English effectively [18].  

Teachers face additional challenges, such as a lack of professional development opportunities 
tailored to innovative teaching methods. Comprehensive training programmes are essential to equip 
educators with the skills necessary for implementing more engaging and interactive approaches in 
the classroom. Alternative teaching strategies, such as collaborative learning and technology-
enhanced language exercises, have been shown to enhance student engagement and facilitate the 
practical application of language skills [23].  

Furthermore, teachers often encounter constraints related to classroom size and resources, 
which can impede the implementation of diverse and effective teaching strategies. Addressing these 
challenges requires systemic changes, including investment in teacher training and resource 
allocation, to create a more dynamic and student-centred learning environment [7].  

 
4. Leveraging AI for Listening and Speaking Evaluation 
4.1 Harnessing AI for Enhanced Listening and Speaking Skills Assessment 

 
Incorporating Artificial Intelligence (AI) in the evaluation of listening and speaking skills 

represents a groundbreaking advancement in educational methodologies. AI technologies, such as 
speech recognition and natural language processing, enable dynamic and personalised assessments, 
providing immediate feedback and tailored learning experiences that traditional methods cannot 
match. These tools facilitate a highly interactive learning environment where students can engage in 
realistic conversational practice. Numerous AI-driven platforms, both paid and free, readily available 
online, offer diverse functionalities to enhance language proficiency. This broad range of AI tools 
empowers educators and learners alike, optimising the assessment process and driving significant 
improvements in language skills. 
 
4.1.1 Pronounce 

 
A cutting-edge artificial intelligence application meticulously crafted to assist users in perfecting 

their pronunciation skills. Compatible with mobile devices, it caters to English learners across all 
proficiency levels, from novices to advanced speakers. The app boasts an interactive chatbot, 
allowing users to immerse themselves in real-time conversational practice through speaking and 
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listening. Enhanced with instant transcripts, it significantly boosts listening accuracy, while AI-driven 
feedback offers insightful guidance for improvement. 

Designed with user-friendliness in mind, Pronounce is suitable for a wide age range, making it an 
excellent choice for both classroom and home use. Its intuitive interface ensures ease of use for 
children, teenagers, and adults alike. With the convenience of mobile access, users can practise 
anytime and anywhere, making Pronounce an exceptionally effective and motivating tool for 
mastering spoken English with confidence, whether in educational settings or at home. 
 
4.1.2 Google's read along 

 
An innovative AI tool specifically crafted to enhance reading fluency and pronunciation. Featuring 

interactive stories and personalised feedback, it offers students an engaging platform to improve 
their listening skills and pronunciation, which are foundational to effective speaking. Free access 
ensures that it is readily available for widespread use, making it an ideal resource for both school 
environments and home learning. Designed for ease of use, Read Along is suitable for learners of 
various ages, from young children to adults, providing an intuitive interface that facilitates seamless 
integration into educational settings and home practice routines. 
 
4.1.3 BBC learning English 

 
A notable resource offering structured audio lessons and exercises meticulously designed to 

enhance listening comprehension and speaking skills. Renowned for its high-quality content, BBC 
Learning English provides an excellent platform for students to practise listening to a variety of 
English accents and contexts, thereby significantly boosting their overall comprehension and fluency. 

Accessible and user-friendly, this resource is suitable for a broad age range, accommodating both 
young learners and adults. Its intuitive design facilitates easy integration into classroom settings and 
home learning environments. Whether used as a supplement in educational institutions or as a self-
study tool at home, BBC Learning English stands out as a reliable and effective resource for mastering 
the intricacies of the English language. 
 
4.1.3 Microsoft's immersive reader 

 
An excellent tool designed to bolster reading and comprehension by allowing text to be read 

aloud and translated. This feature aids in the development of both listening and speaking skills. 
Leveraging advanced speech processing technology, the Immersive Reader not only enhances 
comprehension but also improves pronunciation, making it a superb resource for literacy 
enhancement in an engaging and immersive manner. 

With its intuitive design, Microsoft's Immersive Reader is highly suitable for users of all ages, 
ranging from young students to adults. Its ease of use facilitates seamless integration into both 
classroom settings and home learning environments. Whether employed as an educational 
supplement or a self-study aid, this tool provides a robust and accessible solution for advancing 
literacy skills with confidence and effectiveness. 
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4.2 Implementing AI in Schools: A Step-by-Step Approach 
 
Integrating AI into English language learning can transform the educational experience by making 

it more engaging and markedly enhancing students' pronunciation and fluency. Schools can 
effectively implement AI tools by following these essential steps: 
 
4.2.1 Establish clear goals and objectives 

 
The foremost aim of integrating AI into the educational framework is to advance students' 

listening and speaking skills. Schools should set quantifiable objectives, such as evaluating students' 
progress every three months to monitor improvements effectively. This structured approach ensures 
that AI integration not only meets educational standards but also facilitates continuous development 
in language proficiency. 
 
4.2.2 Choose the appropriate AI tools and platforms 

 
Given the vast array of AI-powered tools available, schools must select options that align with 

their budget, internet accessibility, and available devices. Additionally, encouraging students to 
utilise their personal devices for AI-assisted homework tasks can further enhance accessibility and 
engagement. This strategic selection process ensures that the chosen tools effectively support 
educational goals while accommodating practical considerations. 
 
4.2.3 Equip teachers for effective implementation 

 
Educators must undergo comprehensive training to harness the full potential of AI tools. This 

includes understanding their benefits and limitations, as well as developing the skills to troubleshoot 
any technical challenges that may arise. Such preparation is crucial to ensure a seamless and effective 
integration of AI into the learning environment. 
 
4.2.4 Integrate AI into classroom activities 

 
AI tools can significantly enrich classroom interactions by acting as virtual assistants. For instance, 

chatbots can engage students in conversation, offering real-time feedback on pronunciation and 
grammar. This integration not only fosters an interactive learning environment but also supports 
personalised learning experiences. 
 
4.2.5 Monitor and evaluate student progress 

 
Conducting regular assessments is essential to gauge the effectiveness of AI tools in enhancing 

students’ language skills. By diligently tracking progress over time, educators can ensure that the 
integration of AI is delivering positive and measurable results. This continuous evaluation process is 
crucial for refining strategies and achieving educational success. 

 
4.2.6 Collect feedback from students and teachers 
 

Conducting surveys is a powerful method to assess the overall experience of using AI in the 
classroom. By gathering insights into how AI tools influence student engagement and focus, 
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educators can refine and optimise future implementations with confidence. This feedback loop is 
essential for ensuring that AI integration continues to meet the needs of both students and teachers 
effectively. 
 
5. AI in Education: Potential and Challenges 
5.1 Educator Training and Support 

 
Artificial Intelligence (AI) holds significant potential to transform English as a Second Language 

(ESL) education, particularly in improving listening and speaking skills. To leverage these AI-driven 
tools effectively, educators require robust training programmes. These programmes should not only 
cover the operational aspects of AI technologies but also delve into their pedagogical advantages and 
constraints. By providing educators with this knowledge, they can integrate AI seamlessly into their 
teaching methods, thereby enhancing student learning experiences and outcomes. 

Implementing a structured training programme is imperative for acquainting teachers with AI-
based tools, crucial for enhancing ESL instruction. This training scheme should integrate hands-on 
workshops, certification courses, and continuous professional development initiatives. Hands-on 
workshops are essential as they provide educators with practical experience, enabling them to 
explore and understand the functionalities of AI tools in a classroom setting. Certification courses 
serve to validate the skills and knowledge acquired, ensuring teachers are confident and capable in 
deploying AI applications effectively. Furthermore, continuous professional development initiatives 
are vital for keeping educators abreast of the latest advancements and trends in AI technology, 
fostering an adaptive and forward-thinking educational environment. Together, these components 
will equip educators with the necessary skills and insights to seamlessly integrate AI into their 
teaching practices, thereby enhancing both instruction and student learning outcomes. 
 
5.2 Feasibility Study for School-Level Implementation 

 
Before implementing AI-driven ESL programmes in Malaysian schools, conducting a 

comprehensive feasibility study is essential. This study should meticulously assess several key factors, 
including infrastructure readiness, teacher proficiency, and student adaptability. Infrastructure 
readiness involves evaluating the availability and quality of technological resources necessary to 
support AI tools effectively. Teacher proficiency must be gauged to ensure educators possess the 
required skills and knowledge to utilise AI applications optimally. Additionally, understanding student 
adaptability is crucial, as it highlights the capacity of students to engage with and benefit from AI-
powered learning tools. Furthermore, evaluating student engagement is vital in determining the 
overall effectiveness of these AI-driven educational initiatives. A thorough assessment of these 
elements will guide a successful and seamless implementation, ensuring that the integration of AI 
into the educational landscape is both effective and sustainable. 

 
5.3 Assessment Metrics and Student Engagement 
5.3.1 Designing periodic and summative assessments 

 
To measure student progress effectively, the development of robust periodic and summative 

assessments is crucial. These assessments should be structured to capture the multifaceted nature 
of student development, particularly in language acquisition contexts such as ESL instruction. 
Leveraging AI technology can significantly enhance this process through tools like automated speech 
recognition and pronunciation analysis. These AI-driven tools allow educators to monitor student 
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improvement in real-time, providing instant feedback and enabling the tailoring of instructional 
strategies to meet individual student needs. 

Research has shown that AI applications in education offer considerable benefits in terms of 
accuracy and efficiency in assessment. For instance, studies by Chen et al., [4] highlight the role of AI 
in providing precise measurements of student engagement and progress, which are critical for 
adjusting pedagogical approaches accordingly. Furthermore, Luckin et al., [21] emphasise the 
transformative potential of AI in education, particularly in improving the quality and effectiveness of 
assessments. 

By integrating AI into the assessment framework, educators can not only streamline the 
evaluation process but also enhance the learning experience, making it more interactive and 
personalised. This integration supports the ultimate goal of fostering deeper learning and ensuring 
that students achieve their maximum potential 

 
5.3.2 Feasibility study for school-level implementation 

 
Before implementing AI-driven ESL programmes in Malaysian schools, conducting a 

comprehensive feasibility study is essential. This study should meticulously assess several key factors, 
including infrastructure readiness, teacher proficiency, and student adaptability. Infrastructure 
readiness involves evaluating the availability and quality of technological resources necessary to 
support AI tools effectively. Teacher proficiency must be gauged to ensure educators possess the 
required skills and knowledge to utilise AI applications optimally. Additionally, understanding student 
adaptability is crucial, as it highlights the capacity of students to engage with and benefit from AI-
powered learning tools. Furthermore, evaluating student engagement is vital in determining the 
overall effectiveness of these AI-driven educational initiatives. A thorough assessment of these 
elements will guide a successful and seamless implementation, ensuring that the integration of AI 
into the educational landscape is both effective and sustainable. 

 
5.4 Assessment Metrics and Student Engagement 
5.4.1 Designing periodic and summative assessments 

 
To measure student progress effectively, the development of robust periodic and summative 

assessments is crucial. These assessments should be structured to capture the multifaceted nature 
of student development, particularly in language acquisition contexts such as ESL instruction. 
Leveraging AI technology can significantly enhance this process through tools like automated speech 
recognition and pronunciation analysis. These AI-driven tools allow educators to monitor student 
improvement in real-time, providing instant feedback and enabling the tailoring of instructional 
strategies to meet individual student needs. 

Research has shown that AI applications in education offer considerable benefits in terms of 
accuracy and efficiency in assessment. For instance, studies by Chen et al.,  [4] highlight the role of 
AI in providing precise measurements of student engagement and progress, which are critical for 
adjusting pedagogical approaches accordingly. Furthermore, Luckin et al., [21] emphasise the 
transformative potential of AI in education, particularly in improving the quality and effectiveness of 
assessments. 

By integrating AI into the assessment framework, educators can not only streamline the 
evaluation process but also enhance the learning experience, making it more interactive and 
personalised. This integration supports the ultimate goal of fostering deeper learning and ensuring 
that students achieve their maximum potential. 



Citra Journal of Computer Science and Technology 
Volume 1, Issue 1 (2025) 1-12 

 

9 
 

5.4.2 Evaluating student engagement and learning outcomes 
 
Artificial Intelligence (AI) offers powerful capabilities to analyse student interactions and 

engagement with language-learning tools, providing invaluable insights that can help refine teaching 
strategies. By utilising AI, educators can gather and interpret various metrics such as participation 
rates, frequency of AI tool usage, and qualitative feedback from students. These metrics deliver a 
detailed understanding of how students interact with learning technologies, allowing educators to 
tailor their instructional approaches to better meet the diverse needs of learners. 

Research indicates that AI-driven analytics can significantly enhance educational outcomes by 
enabling a more personalised learning experience. For instance, a study by Holmes et al., [11] 
illustrates how AI can track and measure student engagement effectively, offering educators 
actionable data to inform pedagogical decisions. Additionally, Luckin et al., [21] emphasise the 
importance of leveraging AI to not only understand engagement patterns but also to foster deeper 
learning through adaptive educational interventions. 

By systematically evaluating student engagement and learning outcomes through AI, educators 
can create a more responsive and effective educational environment. This approach ensures that 
teaching strategies remain dynamic and aligned with the evolving needs of students, ultimately 
leading to improved educational achievements. 

 
5.5 Accessibility and Ethical Considerations 
5.5.1 Addressing technology gaps and inequity 

 
AI technology offers significant advantages in education; however, disparities in access between 

urban and rural schools must be proactively addressed to ensure equitable educational 
opportunities. Government initiatives should prioritise the provision of adequate resources, 
including hardware, software, and reliable internet connectivity, to bridge these technology gaps. 
Ensuring equal access for all students is essential for fostering an inclusive educational environment 
where every learner can benefit from AI-driven tools. 

Recent studies highlight the urgent need to address technology inequities. For instance, Smith 
and Anderson [26] underscore the ongoing digital divide, advocating for targeted governmental 
measures to ensure equitable technology access across various regions. Similarly, Taylor et al., [29]  
stress the necessity of robust policy frameworks that bolster infrastructure development in 
underserved communities, facilitating the widespread integration of AI in educational contexts. 

By focusing on these initiatives, governments can help eliminate barriers to technology access, 
ensuring that all students, regardless of their location, have the opportunity to thrive in an AI-
enhanced educational landscape. 
 
5.5.2 Privacy concerns and data protection 

 
AI-powered tools in education collect extensive student data, which heightens concerns 

regarding data privacy and security. It is imperative to establish clear and stringent policies that 
safeguard student information, ensuring it is protected from misuse or unauthorised access. 
Additionally, compliance with data protection laws, such as the Personal Data Protection Regulation 
(PDPR) in Malaysia, must be meticulously upheld. These measures are crucial to maintaining trust 
and integrity within the educational environment, reassuring students, parents, and educators that 
their data is handled responsibly. 
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Research in the field underlines the importance of robust data protection frameworks. Ahmad 
and Zainudin [2] discuss the challenges of data privacy in AI applications in Malaysian education, 
advocating for enhanced policy measures to ensure security. Similarly, Chong and Lee [6] highlight 
the necessity of clear regulation and compliance with PDPR to protect student data effectively. 

 
5.6 Impact of AI Tools on Student Performance 

 
AI has the transformative potential to bridge language learning gaps by offering students access 

to a variety of intelligent tools, including tutoring systems, automated pronunciation correction, and 
instant feedback mechanisms. By utilising these AI-driven resources, students can significantly 
enhance their speaking confidence and proficiency. The real-time feedback and personalised learning 
paths that AI offers are instrumental in supporting learners to achieve higher levels of language 
competency. 

Recent studies confirm the efficacy of AI in language education. For example, Li and Zhang [20] 
illustrate how AI-assisted language learning tools can improve pronunciation accuracy and speaking 
fluency. Additionally, Tan et al., [28] explore the role of AI in providing customised tutoring 
experiences, highlighting how these systems contribute to increased student engagement and 
improved learning outcomes. 
 
6. Conclusion 

 
In conclusion, the integration of AI in education presents a promising frontier that holds the 

potential to transform language learning by providing personalised learning experiences, enhancing 
student engagement, and improving educational outcomes. However, to fully realise this potential, 
it is imperative to address several key challenges. 
 
6.1 Recommendations for Policy and Practice 

 
Policy and Infrastructure Development: Governments should focus on reducing technology 

disparities in education by investing in the necessary infrastructure, particularly in rural and 
underfunded areas. Research by Zhao and Xu highlights the importance of governmental initiatives 
in equipping schools with modern technology, which can significantly enhance learning opportunities 
and outcomes. Their study demonstrates that schools with better access to technology experience 
higher levels of student engagement and performance. 

Data Privacy and Security: Establishing comprehensive data protection policies is critical. A study 
by Yusof and Ismail [31] underscores the need for clear guidelines and compliance with regulations, 
such as the Personal Data Protection Regulation (PDPR) in Malaysia, to ensure student data is 
handled securely. Their research shows that instituting robust data privacy measures not only 
protects student information but also builds trust among parents and educators. 

Teacher Training and Support: Professional development for educators is essential to maximise 
the benefits of AI in education. According to research by Jones and Bradley [14], teachers who receive 
specific training on AI tools are more effective in integrating these technologies into their curriculum. 
The study found that well-trained teachers can better utilise AI analytics to personalise learning and 
improve student outcomes. 
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6.1 Recommendations 
 
Research and Development: Continuous research is vital in refining AI applications to better cater 

to diverse learning needs. Lee and Kim [19] emphasise the importance of adaptive learning 
technologies that evolve with user interaction, suggesting that collaborations between educational 
institutions and AI developers can lead to significant advancements in personalised education. Their 
findings show that adaptive AI systems can improve retention and engagement by tailoring content 
to individual learning paces and styles. 

Ethical Considerations: As AI becomes increasingly prevalent, addressing ethical considerations, 
such as biases in algorithms, will be crucial. A study by Raji et al., [25] examines the ethical 
implications of AI in education, advocating for the development of AI systems that are culturally 
sensitive and inclusive. They argue that ensuring fairness and transparency in AI algorithms is 
essential to gaining public trust and ensuring equitable educational opportunities. 
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